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CYBERSECURITY EXTERNAL VULNERABILITY SCANNING

Get peace of mind through frequent security testing.

Security researchers, hackers and computer criminals constantly identify new security
flaws, known as vulnerabilities, in applications and operating systems. Attackers often
develop automated tools to exploit new vulnerabilities within days, sometimes hours, of
a vulnerability being disclosed.

Exploiting vulnerabilities can give attackers access to data that is sensitive to both your
organization and your customers. To effectively protect your Internet-connected
systems against new threats, you need to continually check your network and systems
for new security vulnerabilities.

OUR SERVICE

Guard Street's external vulnerability scanning is:

ACCURATE AND COMPLETE

Our testing engine is updated daily and checks for tens of thousands of security
vulnerabilities while inspecting your firewalls, routers, and web, email and application
servers.

EASY TO CONFIGURE

Enrolling and set up is quick and easy! You can configure and review your test schedule
and results any time you want from a web browser on any computer, mobile device or
smartphone.

EASY TO MANAGE

You can plan and manage your security tests to meet your needs. Our web portal allows
you to reschedule testing, monitor progress in real time, or even cancel the test while it
is running.

EASY TO UNDERSTAND

Our reports include details on the hosts tested, each host's security status, and
summarized results risk-ranked by priority. A detailed technical view shows specific
vulnerabilities identified, recommended corrective actions and additional resources.

AFFORDABLE

Pricing depends upon the number of devices tested and the frequency of the testing. A
small organization can have monthly tests performed for significantly less than the cost
of a single penetration test, and at a fraction of the cost of dealing with a security

breach. For large organizations, frequent testing can cost as little as pennies per device.

HIGHLIGHTS

« Non-disruptive

e Platform independent

» Web-based and accessible
from anywhere

* Nothing to download or install

* Requires only network
addresses

* Real-time control over scans

» Performs host and service discovery

» Performs service and operating
system fingerprinting

» Risk-ranked results and corrective
recommendations

« Payment Card Industry Data
Security Standard (PCI DSS)
approved

FOR MORE INFORMATION ABOUT OUR SERVICES, VISIT
WWW.GUARDSTREETCYBERPRO.COM

ABOUT GUARD STREET
PARTNERS

Guard Street is dedicated to
assisting our clients with information
security risk management,
quantifying the cybersecurity need,
risk mitigation, monitoring your
digital brand, fraud management and
vulnerability detection and
prevention.

Our services minimalize unwanted
exposure and protect against
external threats by detecting data
loss, securing your online brand and
reducing your attack surface.
Organizations can suffer regulatory
fines, loss of intellectual property
and reputational damage when
digital risk is left unmanaged.

Our experts specialize in:

» Computer Security Assessments
* Brand Monitoring

« Compliance Audits

e Penetration Tests

» Computer Forensic Investigations

» Security Awareness Training

Schedule A Demo Today

1-844-436-7282

info@guardstreet.com
guardstreetcyberpro.com

120 E. Liberty Drive, Suite 220,
Wheaton, IL 60187
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CYBERSECURITY EXTERNAL VULNERABILITY SCANNING

TESTING WITH WEB-BASED MANAGEMENT AND LIVE SUPPORT
Whether you are a large corporation with multiple network blocks or a small company with a single IP address, you will
find our service easy and effective.

External vulnerability scans are performed remotely, originating from our scanning servers. Our service only requires
your network addresses; no need to download, install or configure anything on your systems.

The scans examine your external network over the Internet to look for security holes or
misconfigurations in your:

* Application servers » Operating systems

* Database servers » Point of sale (POS) software

e DNS servers « Remote access applications

e Firewalls and routers « Web applications Web servers
« Mail servers » Wireless access points

You and your administrative team log into our online portal to securely view your vulnerability results and corrective
recommendations. From there, you can also run trend analyses, download reports and manage your schedule of
upcoming vulnerability scans.

While we provide details suitable for highly technical staff, you don't need to be an information security expert to use our
service. Before you start scanning, or after your scan has finished, you can call us to speak with a real-live person.

In addition to providing you the guidance you need, our capable support team will:

* Help you interpret your scan results and recommendations
* Analyze your results to identify inconsistencies in your environment
* Review your exception requests and false positive submissions

Built for the compliance needs of executives, along with the technical requirements of network administrators, our
service allows you to frequently, easily and inexpensively test your Internet accessible systems and networks for security
vulnerabilities.

SCANNING FOR PCI DSS COMPLIANCE

Our vulnerability scanning service is thorough and detailed. What's more, Guard Street's provider is certified as an
Approved Scanning Vendor (ASV) for the Payment Card Industry Data Security Standard (PCI DSS), endorsed by
American Express, Discover, JCB, MasterCard and Visa. If you're a merchant or service provider who stores, processes
or transmits cardholder data, you can use our service to assess and validate your PCI DSS compliance by scanning on at
least a quarterly basis.

FOR MORE INFORMATION ABOUT OUR SERVICES, VISIT WWW.GUARDSTREETCYBERPRO.COM

Schedule A Demo Today
1-844-436-7282

info@guardstreet.com
guardstreetcyberpro.com
120 E. Liberty Drive, Suite 220, Wheaton, IL 60187




